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Education
University of Idaho GPA: 3.9 Moscow, Idaho
B.S. Cybersecurity, Computer Science Minor Expected Spring 2027

Conference Presentations

Defcon Initial Access and WDAC & Applocker Presentation

> Discovered novel initial access and application whitelisting control and SmartScreen bypass
> Spoke at Defcon 34 in the Red Team Village

Defcon Windows Vulnerable Driver Rootkit Presentation

> Created a rootkit to assist in exploitation in data related attacks in a fully patched Windows kernel
> Developed three novel methods of kernel code execution under VBS and HVCI

> Spoke at Defcon 34 in the Malware Village

Stack Overflow, but the Largest Byte is 3F

> BSides Las Vegas presentation covering a custom decoder and ROP chain

> Mentored by HD Moore, creator of Metasploit

Public Discovered Vulnerabilities and CVE’s

4x Driver Local Privilege Escalation (LPE)

> Logic vulnerabilities found in third party Windows drivers that enable file removal resulting in LPE
> Assigned CVE-2026-37333, CVE-2026-37334, CVE-2026-11459, and CVE-2026-12201
Remote Code Execution In TinyWeb Webserver

> Stack Smashing exploit that starts from implementing a ROP chain. CVE-2026-12200. BSides talk.

> Implemented a custom decoder to that decoded an eggshell hunter to jump to shellcode on the heap
Certificates

Hack The Box CPTS (Certified Penetration Testing Specialist) Obtained August 2025
Hack The Box CDSA (Certified Defense Security Analyst) Obtained January 2026

Prior Experience

Cyber Research Intern | Oak Ridge National Laboratory May 2026 - August 2026
Oak Ridge, Tennessee 40h/week
> Sole developer of firmware that enables black box bare metal CPU fuzzing

> Discovered 7 CPU bugs across 4 different RISC-V cores by developing automated differential fuzzing
> Eliminated observer effect to achieve the first perfect capture of performance counters

> Conducted white-box code review, discovered multiple critical vulnerabilities in Java web applications
Computer Technician | Bustech October 2021 - August 2023
REDACTED 20h/week
> Configured and installed IT systems such as phone servers, security cameras, printers

> Troubleshot various IT misconfigurations and user issues
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Skills

Offensive: BloodHound, BloodyAD, Certipy, Sliver, NetExec, PowerSploit, ffuf, Netcat, BurpSuite
Defensive: Splunk, Sysmon, Zeek, Suricata, ELK stack, Security Onion, Eric Zimmerman Tools, Volatility
Analysis: WinDbg, dnSpy, IDA, Ghidra, CodeQL, rp++, ProcMon

Code: RISC-V Assembly, C, Java

Honors and Awards

> University of Idaho Dean’s List Fall 2023 - Present
> University of Idaho CyberCorps Scholarship for Service ® Participant Fall 2025 - Present
> Ist Place in University of Rhode Island CTF

Additional Projects and Achievements

Memory Exploits and OSED coursework February 2026 - April 2026
> Learned stack based overflows and rop chains in x86 Windows programs ~100 hours
Malware and Botnet Analysis August 2025 - September 2025
> Monitored custom Suricata rules, Zeek Traffic, and Sysmon logs through Splunk ~60 hours
> Observed process hollowing allocated RWX memory that loaded malicious shellcode through Volatility
Purple Team Active Directory August 2025 - Present
> Configured and federated a local Active Directory forest to numerous services ~60 hours
> Monitored with Splunk and ELK stack. Configured Applocker and LAPS as well

> Configured a clustered proxmox setup to assist other students in studies and technology needs
Contribution to open source projects such as OpenWRT January 2026
> Debugged router issues with a custom USB over UART device

Active Hack The Box and CTF participant December 2025 - Present

> Completed over 40 computers (user and root flags), and 20 sherlocks (DFIR challenges)
> Constant top 15% placement in CTF challenges

Leadership

President of University of Idaho Cyber Defense Club Fall 2025 - Present
> Help plan and organize club meetings, and participation in many CTF’s 2h/week
Pacific Regional Collegiate Cyber Defense Competition Team Lead Fall 2025 - Present
> Organize and assign a group of team members different technological roles 4h/week
> Research competition writeups, blogs, and more information to create and prepare a study plan

Clubs

> University of Idaho Cyber Defense January 2025 - Present
> University of Idaho Boxing August 2023 - May 2024

> University of Idaho Lacrosse September 2024 - Present
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