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Challenge
● We want kernel code execution
● Windows Hypervisor blocks this
● BYOVD attacks only work for one driver
● No free public framework for BYOVD yet!  

(sort of)
● HVCI blocks all (HV code integrity)
● Shadow Stacks block code execution



What is BYOVD?
● Bring your own vulnerable driver!
● Used for persistence
● EDR killing/muting
● Password dumping
● General mayhem
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Solution
● Framework for BYOVD attacks
● You provide the driver and the library, I 

provide a large framework
● Many built in attacks!
● With HVCI, the question is:

How much of Windows can we change without 
editing executable code?



What is HVCI?
● Hypervisor Code Integrity
● Part of VBS (virtualization based security)
● Blocks almost all kernel code execution
● Prevents RWX memory in the kernel
● Ensures that we cannot execute our own 

code within the kernel



Background
● Juan Sacco has already created a similar framework 
● Then took it all off Github and is selling it
● Fundamentally different framework
● Luckily scammers put back some libraries, with virus



Differences
● Framework for virtual r/w prim, not just physical 
● Not just data only attacks!
● I include different code execution methods
● Free & open source

ropkit was born



How To use:
● You provide the virtual r/w primitive 
● The framework handles the attacks and offsets
● You possibly write your own attack
● If you cannot leak kernel memory in your driver, this 

must run as admin. If you can, launch at medium 
integrity!

● Two methods of automatic offset determination 
working on 25H2



Features
● Hiding a process completely 
● Privilege escalation to system
● Protected Process Light (PPL) removal
● Keylogging

● Code Execution!!!
● Dynamic Offsets!



How is this possible? Data first
● Find and edit EPROCESS structure
● Holds process information , like protected process 

light (PPL) status
● Not novel



Privesc and Hiding Demo!
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Protected Process Light Demo



Keylogging!
● We have access to reading kernel memory, so  let’s 

view driver memory
● We can view keystrokes as a result!



Keylogging Demo



Code Execution Methods

● Implemented ROP chain: this is Connar McGarr’s strategy
● Callback Hijack: Amazing, completed by Worawit,  but not implemented
● JOP: Implemented JOP chain
● SSDT hijack: Blocked by KDP, bypasssed by remap
● Trap Frame Edit: FUN!! 



Shadow Stack 
● Compares Stack to a saved copy, crashes if they do not match
● Compares on a return
● Return addresses are pushed on a call instruction
● Not commonly enabled in computers still. Intel 11th gen or AMD Zen 3



JOP chain
● Shadow stacks block overwriting stack, KDP and HVCI 

block forward attacks, so how can you run shellcode?
● Start a JOP chain!

General plan:
● Use IRP hooking to overwrite Dispatch Table of a driver 

without Control Flow Guard to jump to a separate 
driver with gadgets!



JOP chain
● Every instruction must end in JMP qword [rax+offset]
● Load a second Nvidia driver for more gadgets
● Utilized gadgets to suspend a process
● Can easily change this!
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JOP Gadgets

Picture from Offsec – Exploiting Control flow enforcement Technology

● We can issue a driver request to start chain
●  Use primitive to overwrite Device_Object with gadgets
● Gadgets end with jmp reg + offset



JOP Demo



JOP Drawbacks
● Leaves a zombie process
● IRP request is never completed
● Requires two extra drivers 
● Does work under Shadow Stacks!
● Working Kernel Code Execution!



SSDT hijack
● System service descriptor table 
● Holds locations of syscalls
● Can change the offsets, so one syscall = another syscall

Why is this important?
● Previously privileged action is now unprivileged
● Hiding actions

● Blocked by Kernel Data Protection



Understanding Paging
● Linear Address is translated to a Guest Physical 

Address, done with CR3 register 
● Guest Physical Address is translated to a true Physical 

Address, using Extended Page Tables
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Kernel Data Protection and Remap
● Enforces specific sensitive memory is read only
● Kernel Data Protection enforces memory permissions 

between Guest Physical Address -> Physical Address
● Remap the Linear Address!
● Edit the the Linear Address ->  Guest Physical Address 

translation
● Edit the page tables (not EPT!) and point GPA to 

different LA



SSDT hijack
● With a read/write primitive can copy the contents, 

modify them, and update the page structure to point to 
our fake copy. This bypasses Kernel Data Protection!

● Blocked by Intel VT-RP. No AMD equivalent.
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SSDT Demo



SSDT Drawbacks 
● Blocked by Intel VT-RP in 12th gen CPUs
● No AMD Equivalent
● Detecting this would kill performance

How does a CPU stop this?
● Intel VT-RP adds a separate Hypervisor Linear Address 

Translation Register (HLAT) field to stop this 
● Translation is now fully done through hypervisor



Trap Frame Editing
● Looks a little like this:
● Not protected!
● We can freeze a thread and edit
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Trap Frame Editing
● What if we edited a frozen Trap Frame?
● This bypasses Shadow Stacks – for the launch 
● We can directly change the Instruction Pointer
● Manually edit stack for complex calls



Trap Frame Editing
● The stack can be edited for complex function calls!
● Let’s issue a call to ZwOpenFile to ping an IP address 

from the kernel
● Can exfiltrate data over UDP requests  to LAN using an 

address that does not exist



Trap Frame Demo



Trap Frame Downsides
● After payload is sent, this will crash with Shadow 

Stacks
● Likely recoverable!
● Fully recoverable (through editing return addresses)
● Can likely be explored/combined to become stable
● No zombie process or second driver needed!



Wrap up!
● HVCI does a great job!
● Shadow Stacks and remap protection kill most attacks

● Many of these great protections are not enabled
● Shadow Stacks is not commonly enabled still



Future Work
● Full network stack in Shadow Stacks
● More stable trap frame hijack
● No zombie processes
● Implement crypto mining
● Act as a kernel C2
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Thank you!
● Connor McGarr: Initial Rop chain and HVCI breakdown
● Satoshi Tanda: Remap explanation and attack
● Worawit  Wangwarunyoo: KDP remap attack
● Jordan Higgins: Initial driver code, trap frame idea
● Juan Sacco: Offset resolution
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